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CIS Architecture

SEDM (ATHENS)

ANKARA (MJWC-ISTANBUL) AL
WEB
FILE SHARING
EXCON MAIN || JCATS
vTC
TURKEY TA EXCON FW
SKOPJE TA
SKOPJE
EXCON FW | Voice EXCON FW EXCON FW
BUCHAREST|
ATHENS TA TA KIEV TA
JCATS
JCATS
ATHENS BUCHAREST KIEV
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CISSM

SERVICES
LOCATION ROLE
WebMail |Web |File | JEMM |JCATS |VTC |Voice
SEDM NA * * * NA NA * NA
EXCON Main * * * * * * *
Ankara
TA * * * NA NA * *
EXCON Fw * i e S e
Athens
TA * * * NA NA * *
EXCON Fw * * * * * * *
Bucharest
TA * * * NA NA * *
, EXCON Fw * O * * * | NA
Kiev
TA * * * NA NA * NA
EXCON Fw * * * * * * *
Skopje
TA * * * NA NA * *

*: Service Provider
* : National Responsibility UNCLASSIFIED 4



!- EXCON MAIN IS I I

» MJWC Domain

» SEDM Portal
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CIS Inprocessing Form

Directions:

MISSION REESTRICTED

EXERCISE SEESIM 18 CIS INPROCESSIMG SHEET

1. Fill all information. You may have to consult with personnel representative to get the required d=ata.

2. Upon completion [Section 1 to 2], provide one copy of this document to ClI5 Representative.

Section 1 (Al areas must be filled out by User)

LAST MAME

FIRST NAME

RANK

MATIOMALITY

POST ND

DB TITLE [POSITION)

DATE OF ARRIWAL

EMD OF TOUR DATE

User declaration for having read and understood the SEESIM 18 “AUTOMATED DATA PROCESSING SECURITY™:

| hiawe fully read and understood the Exercise SEESIM 18 CIS Security Rules. | am aware that the reguirements identified
are mandatory and that | will abide by and enforce the standards outlined in the Automated Data Processing Security. |
understand that failure to do so may result in formal disciplinary action or removal from post.

Signature:

| Section 2 (for MJWC Domain) (Wil be filled by IS System Administrator)

Username

Password |

Mail Address

kkkkkkkkk

exconmaintestuser

@msu.edutr

Section 3 (for SEDM Portal) (Wil be filled by 15 5ystem Administrator)

Usermame

Passward

Mail Address

CIS INFO SYS ADM

kkkkkkkkk

Mail Access

File Upload/Download

se.Cis infosxs_adm

@sedmprocess. org

WTC Access

== _You will be forced to chongs yowr pessword ot first lng on oitempt ond personally responsible for the sgie custody of powr own pesswornd.
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CIS Securit

MISSION RESTRICTED

AUTOMATED DATA PROCESSING SECURITY (ADP}

This document constitute the security Cperations Frocedures (SECCOFS) for storing, processing and
transmitting of classified MISSICON SECRET (MS) information and below on the SEESIM 2018 networks.

1. Two separate information system platforms are available onthe SEESIM 2018 exercise area; MJWC
Internet Domain and SEDM Crganization Fortal platform.

2. The main ADF system for exercise is the SEDM Crganization Portal. This portal with her services
provides users to contact with all staff members in the Class | and Il areas for all exercise locations.

3. MIWE Internet domain will be used on EXCOMN Main to access the SEDM Crganization Fortal.

q. All data stored or processed along with any outputs generated hawve to be treated as

LMNCLASSIFIED until determined otherwise by the originator of that document. CLASSIFIED data will mot
be stored or processed on eXercise platforms.

5. Any suspicious situation or security incident must be reported to SEESIM 18 INFORMATION
SYSTEMS SECURITY COFFICER (Capt. Alper SUMER) immediately via telephone or e-mail.

G. Mever share your password or user [D with other users or let another user use vour network session
vou logged

T. Ensure printed outputs have proper security classifications

a. In accordance with Directives all computer. USB drives, CDs and electronic devices must be

scanned prior to bring into exercise areas. If needed contact to SEESIM 18 INFORMATION SYSTEMS
SECURITY OFFICER.

9. The workstations shall not be left logged on when unattended

10. The equipment must be protected from environmental factors that could cause damaage to the
system. These include dust, high humidity, sprays etc. Mo eating, smoking or drinking is allowed at or near
workspaces holding electronic eguipment

11. Data may be exported on Exercise platforms following the approval of SEESIM 18 INFORMATICHN
Management OFFICER (19 Lt. Zafer BALKAM).

12, In accordance with Turkish National Law, number 5651, all internet traffic of users are being
logged by official software.
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File Sharin

»MJIJWC Domain ->Network Drive: \\192.168.100.30\arsive\SEESIM2018

Parme D ate rvyOocdifiocd
L OO -INFORMATION KINOWLEDGE PRIAMNA.. 1911 .2018 1513
: Ol -~EXERCISE DIRECTOR 19.11.20168 1514
5 OZ-DEPUTY EXERCISE DIRECTOR 19.113 .2018 15:13
: OZ-VISITORS OBSERVER BUREAL 19 .11 .2018 151 3
s O4a4-REAL LIFE SUPPORT 19,13 . 2018 15:13
: OS-PUBLIC INFORMATION CENTER L= W O18s 1523
L OS-SECURIT Y 19,11 . 2018 15:13
. O7-cC1IS SUPPORT GROUP 1S 11 o1 1513
L OB -EVALUATION AMND AMNALYSIS GRrROuP IS9.11 . 2018 15:13
: OO -EXERCISE COMNTROL fAIrd 1S9 . 11 2018 15122
s 1O0-SITLATION CEMNTER FS. 11 . 20288 15:1 3
: 11 -PEL-PIL PNMANAGERNMENNT SEC TICOMN 1. 11 20188 15122
L AZ2-CAPITAL'S LINO S ES.ALR 20188 15:13
’ 12 -SIGNAL AMND CYBER SECURITY <O 1S9 311 20188 1512
L A4 - TGS EMNMERGEMNCY RESPOMNCE CEMNTRE 1S9 112 . 20188 1.5:13
L AS-TNATIONAL SECURITY COUNSEL 15 11 2018 15122
e AS-ARPMMY SUEBE DISASTER REGILOMNAL UNITS .12 2018 15:13
Ll AT -ARPMNMY UMNITS 19 11 2018 15:13
e A8 CDISASTER SEARCH AMND RESCUE EAT. .. ES. .11 2018 15:13
L 19 -SPECLAL ENGINEER BEAT TALIOMN 1€ 11 . 2O18 15:13
L 20 -CIMNIC BEATTALIOMN E5 .11 2018 1%5:13
L 23 - TGOS RAPID EMNMERGEMNCY RESPOMNCE T... 19 311 2018 1513
L Z22-TNATIONAL AMND INTERMNATIONAL CI... 19 .12 2018 1%:13
L 2 -REPRESENTATIVES OF MNATIONAL CIv... 19 311 2018 15:13
L 24 C-INTERMNATIONAL RESPOMNSE CELL 1912 D2O1E 1% 3
L. 25 -MNMEDLAS CELL 19 313 2018 15:13
L 26 -SEEBRIG 19,11 . 2018 1% 3
L 2T A OPFOR 8 13 OIS 15:13
5 28 - ARPMY DISASTER TACTICAL OPERATI... 1911 . 2018 1%:1 3
L 29 - TAF HUMAMNIT ARILIAN ASSISTAMNCE B... 19 .31 2018 15:13

SO -ANKARA s ERMERGENCY OPERATION ... 19,11 . 2018 1%:13
SL-TNATIOMNAL OPERATION CEMNTER AGA .. 19 .31 201 2523

>SEDM Portal
»Only authenticated person can share files on Portal.
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Printer Layout

SALOON A (1003)
RELIEF OPERATIONS CENTER - SEEBRIG \\ .
- i - = B e CAPITALS LNO's
B e oG — || 2| & B s,
INTERNATIONAL ORGANISATIONS \‘g’ OPFOR
anKaRA’s| | | LOEON —
SEMINAR SALOON toc || A P {imria ]l ——
1079 1080-1081 1082 —
T VOB - PIC - IKM
CIS SUPPORT 7009
-
71004
é AFTER ACTION
L\”’E“f‘ BRIEFING ROOM ;.]Eg'r!.l”ﬁ CHIEF EXCEN R1E¢\5/0|§V-I"
7005
EPUTY EX —
— DIRECTOR EXCON
1006 DIRECTOR
71007 !g
P SEESIM--ARMY_DISASTER_EMERGENCY _MAMAGEME.., Ready a DS PRIMT flocaly  Lexrmark MSA10 Series Class Driver  6.3.9600.1
= SEESIMA- CHIEF-EXICEN Torernk Low a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
== SEESIM- CIS-SUPPORT Dut OFf Paper a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
= SEESIM-EX-DIRECTOR Dut OFf Paper a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
= SEESIM-HIC 0N Ready a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
e SEESIM-LOCOMN Torernk Low a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
= SEESIM-hAEDA_CELL Ready a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
e SEEEIM-RAEL_BAIL_SITCEM_LMWO Ready a 05 PRIMT flocaly  HP Laserlet 400 84401 PCLE Class .. 6.3.9600.1
= SEEEIM-REPRESEMTATIVES OF MATICOMAL CHILIAM... Tonerflnk Low 0 D5 PRIMT flocaly  Lexrmark bAS410 Zeries Class Driver  6.3.9600.1
== SEE=IM-SEEBRIG Torernk Low a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
ESEESIM-UDE-PIC-IKM Torernk Low a D5 PRIMT (local)  Lexrmark M50 Series Class Driver 6.3.9600.1
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SEDM Portal

B https//www.sedmprocess.org

Home Chairperson  News Documents Media FISD  SEESIM  Partners  ContactUs & Signin

Sign In

Email Address

| l@sedmprocess.org

FPaszssword

*At first it will force to change password.
At least 8 characters long

O Remember Me Contain 1 number and 1 symbol

UNCLASSIFIED 10



SEDM Portal

SEESIM

1\'/8 (PMSC

Pl T ot i v e b2 e e st STDM it PR

South-Eastern Europe SIMulation {SEESIM)

Welcame to obr portal

Al s Coserredd. Dwwetoped try SEDM Portal TWEG

Ts e Eantane v ) Ean bipnes Shetmal it nts I ie bl / Tomictney /
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SEDM Portal

&« Cc O # httpsy/www.sedmprocess.org/web/seesim/z=esim 18 b4 L O P. @ ¢

Home What is SEESIM Exercises Contactus

1 Day Alert Status
0

BRAVO
n
= 11 ™ =S
—
——
|
AIL EXCON PTA vIC JEMM

- Announcements

MAIL Entries

Technical support: support@sedmprocess.org
Key Docu ments Content support: setwg.excon_km@sedmprocess.org

Exercise Plan

Scenario

Phone Directory (Brief)

SabmIpube 1-Exercise Status
. 2-Local Time
3-Functions
N——— 4-Key Documents
T — S5-Announcements page

CIS & Info Management

UNCLASSIFIED 12



SEDM Portal

L
EXCON Library Documents
Search Search
® FCC Minutes
": Last Updated 11/8/18 9:31 AM ] & 0 Subfolders E| 16 Documents
Documents
— 20 Items per Page | - Showingdé results: «— First Previous Next Last —
Name Size
1- Attachment Participants List.xlsx 16k @ Download (16k)
10 - Attachment-J COMMEX.xlsx 53k @& Download (53k)
11 - Attachment K Telephone Directory.xlsx 55k @ Download (55k)
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SEDM Portal

File Uploads

L Addv  SortByv  Mansgev — =
1Up Mudtiple Documents
- ' B Basic Document / aid Document
B Athers L 7 [:Document ) T
B Bucharest EPhato
| K=y = [ Draft Document

1 Brocantats
S Presantation ‘
| < = e

File Uploads

@ MNew Document

Choosing Document to
Upload

| ©hoose File | Mo fle chosen < -

Titls

Setting Permissions to
Document and Publish

Save as Draft m Cancel
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SEDM Portal

SEESIM 18

Welcome to the SEDM Process Mail Service

Only authorized access allowed

U= ED R support @sedmprocess,org l
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Welcome

hn SEDM FProx

SEDM Portal

Authenticated Person can acces |
by clicking «Join» button. Please

use your job/title while joining
L VTC

UNCLASSIFIED

Access our

EXCON Tes|

TC system

Join
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C“ SEDM Portal

SEESIM 18

How would you like to join the audio?

g O

Microphone Listen Only

You can join a conference with/without audio.
Before joining conference don'’t forget to check your microphone-headset-camera

UNCLASSIFIED



SEDM Portal I

SEESIM 18

Demo Meefing

UNCLASSIFIED

1- Shows connected users
2- Shows camera view

3- Uploads Document

4- Activates microphone
and enable to share your

camera view.




m Phone I I

Phone Directory & Dialling Matrix

EXCON Phone Directory shared on SEDM Portal

Dialling Matrix shared on SEDM Portal
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(4- CIS Equipment

SEESIM 18

DATA SYSTEMS SERVICES
VOICE SYSTEMS

EQUIPMENTS

Workstation

BW Printer
Projector
Unsecure Fax
DCD ROM DRIVE
DVD BURNER

H
=
w
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General Layout

MJWC 1.FLOOR PLAN

E e | -J'-'I-H,‘"_]
e o oy

: i
| = PSSR
K K’é}-?{{ﬂ'*;f&?&?ﬁ&?ﬁ}ﬁ’i%&?;&%&?_
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Floor Plan

SALOON A (1003)

HUMANITARIAN ASSISTANCE BRIDGADE
RELIEF OPERATIONS CENTER - SEEBRIG —_|
P
[ ”-,‘CEE[ET —j CAPITAL'S LNOs
ARMY DISASTER & EMERGENCY : e MELIMIL
MANAGEMENT CENTER fg | VUHITE [ SITCEN
2 CELL
\
INTERNATIONAL ORGANISATIONS < OPFOR
hnkara's| | [HOCON HICON -
SEMINAR SALOON EOC CYBERSELURITY
1079 1080-1081 1082 S
5 VOB - PIC - IKM
CIS SUPPORT 1009
1004
AFTER ACTION
F— S REVIEW
MEETING = : MEETIN
ROOM BREENG ROOM ROOM CHIEF EXCEN 1008
1005
EPUTY EX .
DIRECTOR EXCON
1006 DIRECTOR
1007
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g Communication Check I I

During Communication Check please do followings;
* Find your seat and start your computer,

« Enter MJWC username (starts with SE18*****) and enter
username, change your passwords,

« Connect to SEESIM2018 shared folder (will be on desktop)
try to create a document under your branch folder
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E e Communication Check I I

 Run Google Chrome and enter SEDM Official Website

« Sign in to portal and change your SEDM Portal password
* Enter web-malil and send e-mall

« Enter a vic conference (if authenticated) and check your

camera and speaker

« Try to share document (if authenticated)
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